0 MEPAX 110 NOBbILLIEHUI 3ALLMLLEHHOCTH
WHOOPMALLUOHHOM HHOPACTPYKTYPbI

OBLIEPOCCHHUCKOrO MPO®COI03A 06PA30BAHUS

[lpencTtaBneHHble NpaBuia obecneyeHns 6e30MacHOCTM HampaBfeHbl Ha 3alliu-
TY KOMMbIOTEPHbIX CUCTEM MPOPCOK3HbBIX OpraHmsaLui, ceTeBon MHOPACTPYKTYpbI,
a TaK»XXe NIMUHbIX YCTPOMCTB COTPYOHNKOB.

MEPCOHAJIbHO COTPYJHUKAM OPTAHU3ALINA
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YcTaHOBUTE aHTUBMPYCHbIE PELLIEHNA Ha BCE KOMMbIOTEPDI U NTUUHbIE YCTPOMCTBA M OEP>KMN-
Te UX OB6HOBSIEHHbBIMMU.

OTknounTte aBTOMaTMUECKOEe OOHOBMEHME OMepaLyOHHOW CUCTEMBbI Ha CTalMOHapPHbIX
N MOBUMBbHBIX YCTPOMCTBAX.

CMeHuTe nouTy, KOTopas ykasaHa B OHflaH-baHke, rocycrnyrax v T.4., eC/iM OHa HaxoOmTCs
Ha KakoM-1nMbo 13 MHOCTpPaHHbIX ceprcos (Gmail, Yahoo 1 Oop.), coenante ocHoBHOM ONs aB-
TopU3aLMM MOYTOBbLIM adpec POCCUMCKOro NpoBanaepa noutoBbix yenyr (Yandex, Mail nT.4.)

CpenaunTe pesepBHble KOMMK BCEM BaXKHOW 019 BaC MHGOpMauMmM M3 MHOCTPaHHbIX ob6av-
HbIx cepBucoB (OneDrive, Google 1 T.n.) Ha poccumckme nnatdopmbl (Yandex, Mail u gp.)

Cpoenaute oddnamH Konmm HomepoB TenedoHa BaXkKHbIX 0159 BaC KOHTaAKTOB.

3aBegute H6aHkoBckyto kapTy MVIP, HocuTe ¢ cobom Ha cryyam OTKIloUeHUsa cructem bec-
KOHTaKTHOW onaThl Ha BalleM TenedoHe.

B cnyyae nonyyeHma 3BOHKOB MM COOOLLIEHWIM OT HEW3BECTHbIX UL, KOTOPbIE BblOakoT
cebqa 3a COTPYOHMKOB roCoOpraHoB WK cneumanmcTtoB 6aHKOBCKOW Cry»KObl MOAOE KN,
He coobLLanTe UM HUKAKMX JIMUHBIX OaHHbIX UKW OaHHbIX, CBA3aHHbIX C Ballen paboTow,
BK/lOYasa nepcoHasibHble OaHHble BalLWX KOser.

[Hob6aBbTe 0BYyXbaKTOPHYO aBTOPU3ALLMIO O/ CBOMX aKKayHTOB B COLMaribHbIX CETAX U Cep-
BMCax Besfe, roe aTo BO3MOXKHO. B crnyuae B3fiomMa BalLLero naposia Takas Mepa noMoxxeT
3aLLUMTUTb BalLW JaHHbIe.

OTBETCTBEHHbIM 3A HHOPACTPYKTYPY OPTAHU3ALIHU
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YcTaHOBUTE Ha BCe KOMMbIOTEPLI M MIMUHbIE YCTPOWCTBA aHTUBMPYCHbIE peLLeHUs 1 aep-
YKNTE UX OOHOBMEHHbBIMU.

Wi ifi B opranusaumm cMeHuTte naponv ot 6ecnposofHbix cetent. OTKPbITbIX CETeM BbiTh HE [OSKHO.

0]

@

W [

CpenaunTte odrnanH KOMMM BCEX BaXKHbIX [OKYMEHTOB.
OTknounTe akKayHThbl B BE6-cepBMcax, eCrmv Bbl UMK 60bLLIE HE MOSTb3yEeTECH.

MUcnonbsynte B paboTe KOMMbIOTEPHOM CeTU nporpaMmmbl  dunsTpauum Tpadurka
(Firewall).



Bnokunpyunte tpaduk 13 TeHeBOro cerMeHTa MHTepHeTa. AKTyaslbHbIM CMNCOK PECYPCOB
MOXHO HalTu no agpecy https://www.dan.me.uk/tornodes

OTOE/IbHOE BHUMAHUE OBPALLAEM Ha BO3MOXHOCTb MCMOSb30BaHWA uepes
coupanbHble CeT U MecceHmKepbl MHGOPMaLMM O MNpPM3biBax K PacKpbITUIO CBeOeHU
06 0COBEHHOCTAX PYHKLMOHNPOBaHNS MHGOPMALIMOHHBIX CUCTEM OpraHuM3aLLMm, NpenocTas-
neHnn nHbopMaLmMm 05 aBTopMsaumm M HaMUMKU YA3BMMOCTEN C LEeSTblo MPOHUKHOBEHMSA
B MHOOPMAUMOHHbIE  CUCTEMBI M pasMeLLIEHVa  MPOTMBOMPaBHOW  MHGOPMaLMN.
Heobxogumo ooBecty MHPopMaumMio 0O BCEX COTPYOHMKOB O HeOOMyCTMMOCTM PacKpbITUS
nMobor MHOPMaLMK, KOTopas KacaeTcs MHPPAaCTPYKTYPbl BaLLIEro opraHm1saumm.

ILNA BEb-PECYPCOB OPTAHU3ALIUU
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He xpaHuTe nepcoHasibHble OaHHble Ha Be6-pecypcax, B TOM UMCI1e B COLManbHbIX CETSX.

Ypganute cuctembl nofcuyeTta n cb6opa AaHHbIX O MOCETUTENAX, CEPBMCOB NpeaocTaBieHns
MHbOPMaLLMKM O MECTOMOSMOXKEHUN N NHBIX CEPBUCOB, pa3paboTaHHbIX MHOCTPaHHbIMUK Op-
raHmsaumsamm (Hanpumep, cepeucoB onthe.io, ReCAPTCHA, YouTube, Google Analytics,
Google Maps, Google Translate, Google Analytics n op.).

He ncnonbsyurte dopmbl cbopa MHbopMaLmm ¢ MCNOob30BaHNMEM CEPBUCOB, NpUHaadne-
>KaLLLMX MHOCTPaHHbIM OpraH13aLmam.

He mncnonb3ynTe BCTPOEHHbIE BMAOEO- U ayamo-dannbl, UNu gpyrme cepBUChl, KOTOPbIe
MCNONb3YIOT NHTepdenc Blanmonenctamnsa AP, «BumKeTb» U Opyrne pecypchl, 3arpy>kaemble
CO CTOPOHHMX CanTOB, 3aMEHMB UX NMPU HEOOXOOUMOCTU MMMNEPCChINTKOW Ha Takne pecypchl.

OBLLWE NPABKJIA PABOTbI C UHDOPMALLMEN

/ Y KaxkKOoW HOBOCTW OOSKEH OblTb MCTOYHMK MHPOPMaunK. He cTtonT noBepaTb
_I aHOHWMHbIM aBTOpPaM B COLMaNbHbIX CETSX.

—/ [TocMoTpuTe Opyrne ctaTbk aBTopa HOBOCTUK. Kak JaBHO BbIXOOAT MOCTbI OT aBTO-
_I pa u Ha Kakyto TeMaTuUKYy.

MpoBepbTe OaTy nocta. [1n1a aTOro yKaXkmte B MOMCKOBMKE KtOUeBble CroBa.
_I HoBOCTb MOXET OKasaTbCs NepPernocToOM CTapom 3arnmncK Unn gaxke onybmnkoBaHa
[O cCaMoro cobbiTuA.

—/ He cynouTe HOBOCTb MM MOCT MO ero 3arosioBky. Ytobbl caenatb oLeHKy MaTepu-
_l ana, npoymTamTe BECb MOCT LLENTUKOM.

CrapamnTechb oLeHMBaTb MHPOPMaLMIO HEMPENB3ATO, BallW B3rMaabl 1 yoexxae-
_I HMS MOMYT MOBNNATL Ha BOCNPUATHE MHDOPMaLLMM.

He cumntamnte 3a30PHbIM CMNPOCUTb MHEHNE SKCIMEePTOB UM YeJTOBEKaA, KOTOprl;I,
_I Ha Ball B3M144, B 3TOM pa36|/|paeTcg.
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